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Abstract

This paper describesthe developmentof a formal speci-
fication of a secure operating systemarchitecture and its
security-relatedoperations in higher-order logic theorem
prover, HOL. We specifyoperating systementitiesas user
defineddatatypesandsecurityconditionsaspredicatesthat
restrictssystemoperations. We alsoprovidea uniformen-
vironmentfor systemcommandsthat change securitystate
of systems.

1. Moti vation

An operatingsystem(OS)is animportantpieceof thepuz-
zlethatprovidessystemsecurityasit enforcessecuritypoli-
ciesof applications.The correctnessof the operatingsys-
temitself is paramountin ensuringthesecurityof applica-
tions.

To facilitatehigh-assurancesystemdevelopment,wefor-
mally specifyoperatingsystemsecuritypoliciesin higher-
orderlogic theoremprover, HOL [4]. Formalspecifications
enablesus to describeOSpoliciesclearlyandprecisely. It
alsocouldbenefitusin two moreways:(1) formal analysis
usingHOL theoremproving capability [8], (2) automated
testgenerationbasedon formal specifications.In a related
work, we areinvestigatingmethodsof automaticallygener-
atingtestsfrom HOL specifications.

Somepreviousworks focuson abstractmodelsof secu-
rity protocols,which abstractaway any detail thatpertains
to a realsystemrequirement(e.g., [5]); this typeof speci-
ficationandanalysisis usefulto protocoldesigners.Others
havespecifiedhigh-level securitypolicy modelsthatcanbe
usedto validaterealsystemswithout gettinginto thedetail
makingof actualsystems[6, 3].

In this work we model OS at a level that is close to
systemrequirementwhich makesthemodelusefulfor sys-
tem development. An OS at this level is large and com-
plex, attributeswhich are major obstaclesin specification
effort. We overcomethis obstaclepartly by borrowing ob-
ject modeling technologies:dividing securitypolicy into
datatypes,functionsonthesedatatypes,andoperationsand

constraintson theseoperationsthat move the systemfrom
stateto state.

We specifyconcreteentitiesthat arecomponentscom-
prising the objectsandsubjectsof operatingsystems.We
alsospecifysecurityconditionsfor systemoperations.We
then describesecurity-relatedoperationswhich presenta
userview’s of operatingsystems. Specificallywe define
different typesof entitiesin OS asHOL typesanddefine
securitychecksontheseentitiesasHOL functions.Wethen
presentauniformview of UNIX shellcommandsbyprovid-
ing anoperatingenvironmentaslists of bindingof variable
names,types,andvalues.

Thespecificationof secureoperatingsystemis a partof
muchlargereffort in thelate-developmenttestingandpost-
developmentaccreditationprocess. The specificationde-
velopedin this work will bevalidatedvigorouslyagainsta
higher-level securitypolicy modelandwill beusedfor au-
tomatedtestgeneration.

In therestof thepaper, wefirst describeentitiesin OSin
Section2, we thendescribesecurityconditionsfor system
operationsin Section3. In Section4 we specify system
statesandthestatetransitions.We summarizein Section5.

2. Operating SystemEntities

The subjectof our casestudy is PITBULL [1], a security
productthat enhancesthe securityof Solaris7. It imple-
mentsamorerestrictedversionof theBell-LaPadula(BLP)
model.

A securitypolicy definestherulesthatgoverntheopera-
tionsof systems.A policy modelprovidesa framework for
definingrules. TheBLP modeladdressesthesecuritycon-
cernsof multi-level informationsystems[2]. Abstracten-
tities in themodelaresubjectsandobjects.Objectsmodel
resourcesto be controlled. Subjectsareactive entitiesthat
seekaccess,suchasreador write, to objects.

The BLP modelpreventsunauthorizedaccessto infor-
mation throughmandatoryaccesscontrol (MAC) mecha-
nism,wheretheaccesscontrol is mandatedby thesystem.
Subjectsand objectsare classifiedaccordingto clearance
andsensitivity level, respectively. They arealsoassigned
compartmentsto which they belong. Subjectsaregranted
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accessrights to objectsbasedon their clearanceandneed-
to-know categories.

In addition to MAC, PITBULL also provides standard
UNIX discretionaryaccesscontrol (DAC), whereowners
of informationcanrestrictor grantaccessto the informa-
tion usingpermissionbits.

Theonly subjectsin anOSareprocesses:therearenor-
mal processesandsystemprocesses.Therearemany dif-
ferenttypesof objectsin anOS,suchasregularfile system
objects(files, directories,etc), processes,and X-window
objects. In this work we define subjectsand objectsby
their security-relatedattributes: DAC attributes,MAC at-
tributes,identificationsandprivileges. PITBULL relieson
security-relatedattributesof subjects,objects,andthesys-
temto grantor deny accessrightsof subjectsto objects.

2.1. DAC Attrib utes

Eachobject in UNIX hasa setof permissionbits, oneset
per type of users. We model the permissionbits for each
typeof userasa recordtypePBS
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representsthe set of permissionbits for users,group and
the world. In HOL definition,
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a recordand“;” is a field delimiter.

2.2. MAC Attrib utes

Among the MAC attributesclassificationsand clearances
arehierarchicalwhile compartmentsnot.

MAC Labels PitBull providesfour typesof MAC labels:
sensitivity label(SL), clearancelabel(CL), informationla-
bel (IL) and integrity label (TL). SLs andCLs consistof
classificationandcompartment.SL is usedfor accesscon-
trol, CL is usedto controloperationson MAC labels.HOL
recordtypeSCLabelrepresentsbothSLsandCLs:
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wheretypeClassrepresentsclassificationsandtypeComp
representscompartments.Thepostfixconstructsetis atype
constructor. WedefineHOL typesILabelandTLabelfor IL
andTL similarly.

Classificationsand Compartments Site systemadmin-
istrators can set values for classificationsand compart-
ments. As an examplewe defineClass for classification
asanenumerationtypewith valuesclassTS, classS, classU:

"��!2�8�8A� 6��!2�8�8=B��C	*6+�!2�8�8+�C	(6��!2�8�8ED
FunctionsclassGTandclassGTEdefinegreater than and
greaterthanor equalto relationshipamongclassifications.

WedefineCompasanenumerationtypewith four values
NIST, ITL, FAU andCSEfor compartments:
"��=<�&��0FHGI�+BJ	*G=B�1K	ML� �DN	�"���O

HOL function RLLDOM definesa dominancerelationbe-
tweenany two MAC labels. FunctionRSLSLdefinesthe
dominancerelationbetweentwo SLs.

2.3. Privileges

TheBLP modeldisallows write-down operations,someof
which arenecessaryfor day-to-dayoperationof computer
systems. Privilegesof subjectsare meansto bypassre-
strictionstheBLP modelimposesandto performotherwise
unauthorizedoperations.A subjectscanobtainprivileges
by executingan executablefile that containsspecialprivi-
leges.We describeprivilegein detail to illustratethecom-
plexity of OSsecuritypolicy.

There are three groupsof privileges implementedon
the PITBULL system:generalprivileges,X-Window privi-
leges,andsuperuserprivileges(denotedby Priv, XPriv, and
SUPriv, respectively). Thegeneralprivilegesareorganized
into eight functionality sub-groups(Table1). Table1 lists
thenumberof privilegesin eachsub-group.Eachsub-group
containsprivilegesrelatedto a particularaspectof system
security. We defineonedatatypein HOL for eachgroupto
denotethegroupspecificprivileges.A generalprivilegeis
eitheroneof the privilegeslisted in Table1 or PV ROOT.
A privilege is eithera generalprivilege, or an X-Window
privilege,or asuperuserprivilege.

Privilegesare organizedhierarchicallyasa forest with
eachgroupasarootedtree(Figure1). A privilegeof higher
level in the hierarchycontainsall the privileges that are
lower in thehierarchy.
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Figure1. PrivilegeHierar chy

To checkif a subjecthasa particularprivilege pv, we
needto find out if pvor a privilegehigherin hierarchythan
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Table 1. GeneralSystemPrivileges

Name Description No. of Privileges
AUPriv Audit privilegesallowing operationsrelatedto auditsystem 7
AZPriv Authorizationprivilegesallowing operationsrelatedto processauthorization 4
DACPriv DAC privilegesallowing processesto bypassDAC-relatedrestrictions 12
FSPriv File systemprivilegesrelatedto file systems 2

LABELPriv
Labelprivilegesrelatedto accessof labelssuchasinformationlabeland
sensitivity label

17

MACPriv MAC privilegesallowing processesto bypassMAC restrictions 13
ASNPriv Network, driver, andSTREAMprivileges 5
PVPriv Privilegesallowing processesto modify theprivilegesetsof filesor processes 2
SRPriv Privilegesrelatedto all othertypesof systemresource 6
MiscPriv Miscellaneousprivileges 7

pv (i.e., an ancestorprivilege) is in the subject’s privilege
set. Two functions are definedto help this checking: a
parentfunctionthatfindsparentprivilegegivenaparticular
privilege,andaprivilegecheckingfunctionthatrecursively
checksif a privilege or any of its ancestorsis in a given
privilegeset.

3. Security Conditions

Security conditions are the rules that systemoperations
obey. They canberathercomplex. Sometimesthey arealso
confusingbecauseof themany factorscontributing to a de-
cision makingprocess.The complexity of the conditions
warrantsformal specificationandanalysisto ensurequality
of thesystems.

As anexampleweshow theconditionfor modifyingob-
ject’ssensitivity level (SL). A processcanchangetheSL of
anobjector subjectif andonly if

P The processhaseitherprivilege PV SL FILE (object
only) or PV SL PROC(subjectonly)

P TheprocesshasDAC WRITE accessto theobject(ob-
ject only)

P TheprocesshasMAC WRITE accessto theobjector
subject

P TheprocesshasDAC OWNER accessto theobjector
subject(downgradeonly)

P The processhaseitherprivilegePV SL UG (upgrade
only) or PV SL DG (downgradeonly)

P The processhasprivilege PV MAC CL (if either the
new SL or theexistingSL is notdominatedby theact-
ing process’sCL)

P Thenew SL dominatestheIL andis dominatedby the
CL (subjectonly).

The conditionfor modifying SL of an objectis defined
asprocMdSLCondin HOL:

&�����6RQ�S��!1!"��+T�SU8V&W��808��U�XZYR[\XZY 8+�+$���]�^I��]4��8�_V?�`�3+TX `�2�8R��a�bI�����#8V&>c!de�1�1!��^+Q X 8�6I1�2+��3��08���_XfY 1�2+��3�� XZY �+Q! �"�^I��]4��8�_�_4c�d
e�1�1!��^+Q X 8�6I1�2+��3�� X 6��IQ� �"�^I��]/��8�_�_X 8�6I1�2+��3��08���_!_

3���8+3 X `�2�8=��a�b+���+L�8V&Wc�d4`�2�8Re!B�b+�!g/&5��8�_!_ c�d
`�2�8=e�B�b+Q!g4&W��8 c!dXZYR[WhiX e��!1��!1���^+Q X 8��+Q� �"�^I��]/��8�_�8���_
?�`�3+T X `�2�8=e�B�b+��^j&W��8Uc�d4`�2�8R�!a�b+�����#8V&k_3���8+3 X `�2�8=��a�b+���RDW8V&H_�_ c�dXZYR[\XZhkX e��!1���1!��^+QA&�.-Q� �"l.7"�1#8���_Ud�chiX e��!1��!1!��^+Q4&�.-Q! �"�.7"�1 X 8��+Q� �"�^I��]/��8�_�_�_?�`�3+T0`�2�8R�!a�b+��Q�"�8V&
3���8+3/BH_

4. SystemOperations

Usercommandstypedat a UNIX promptareexecutedby
systemprocesses.Executionof thesecommandsmove the
OSfrom stateto state.

4.1. SystemStates

A systemstateis thecollectionof theentitiesthatareactive
in OSandthevaluesof theseentities.A stateis represented
asa list of entity namesboundwith their values.

We usea pair to representthe binding of the nameand
valueof an entity. Namesandvaluesarerepresenteduni-
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Table 2. GeneralSystemPrivileges

name description definition

varE returnanentity givena name

m 2+��O X `�
�
-?n_j���YR[oX m 2+�!�0`5�0�H_A?!`�3+T m 2��R��`3���8+3 m 2���O0?��
unpkSys returna systemgivena value

$�T!&�p���qn8 X 8Rqn8Ra�2���8�_A�r8
unpkFile returna file givena value

$�T!&�p�L Y ��3 Xs[nY �!3+a�2�� [ _V� [
unpkProc returna processgivena value

$�T!&�p�������6 X 8=$���]+a�2��t&k_V�U&
sysE returna systemfrom a store

8Rqu8ROW8R?r84�
$�T!&�p���qn8 X m 2���O58R? X 8Rqu8Ra�2��58�_!_

fileE returna file from astore
[nY �!3�OW8R? [ �
$�T!&�p�L Y ��3 X m 2���O58=? Xs[uY �!3�a�2+� [ _�_

procE returna processfrom astore
&�����6ROW8R?0&5�$�T!&�p�������6 X m 2���O58=? X 8E$���]�a�2+�4&k_�_

formly asunionscontainingthetypeinformationof theac-
tual entity. FunctionsvarBandvalB retrievesthenameand
valueof agivenentity.

Wedefineastoreasalist of bindingsto representtheop-
eratingenvironmentof anoperation,or thestateof theop-
eratingsystem.A changeto theenvironmentis represented
by prependingabindingto thestore. To evaluateavariable,
we scanthestore from thebeginninguntil we find amatch,
at which point thecorrespondingvalueis returned.Table2
lists auxiliary functionsthatevaluatevaluesof entities.

4.2. StateTransitions

A security policy has two components: if an operation
shouldbepermitted(authorization)andhow it changesthe
systemstateif the operationis executed(statetransition).
Securityrulesdeterminethe circumstancesunderwhich a
requestedshouldbegrantedor rejected.

For example,the executionof a commandto setsensi-
tivity label of a file is divided into two parts. First, autho-
rization: FunctionsetSLFileCond utilizes procMdSLCond
to checktheaccessright of theprocessmakingthechange:8+3�?��!1!L Y ��3!"��+T�SU8R?0& [ 8��U�&�����6RQ�S��!1!"��+T�S X 8Rqn8=O>8=?r8Rqu8R?�3=<v_ X &�����6=O>8=?0&H_Xs[ 8+��^I��] Xs[uY �!3�L���^ Xs[nY �!3+O58R? [ _�_�_U8��
wheresl is thenew sensitivity label to beseton file f. Sec-
ond,statetransition:FunctionsetSLFile describeshow the
systemstateis to bechanged:8+3�?��!1!L Y ��3 Xs[ 
-L Y �!3�B�q�&�3u_ X 8��w
x��"�1�2+��3���_y�Xs[ � Y ?!`�Q� �"C
-� Xs[ .-Q� �"4� Y ?!`��!1z
7�>8+��_�_

FunctionsetSLFileEnv modelstheoperationof aprocess
attemptingto setthesensitivity label of a file. This opera-
tion mayor maynotchangethestateof thesystem,depend-
ing on if theprocesshastheright to performtheoperation.

8+3�?���1!L Y �!3+O!T m 8=?{ 8R?��� !��'/&��|8R?��� !��' [ �}8�6��+ ��!'58���~��YR[ 8+3�?��!1�L Y �!3!"��+T�SU8R?�& [ 8��?!`�3+T0$�&�S�2�?�3#8R? Xs[nY �!3�a�2�� [ _Xs[uY �!3�a�2�� X 8+3�?��!1!L Y ��3 Xs[nY ��3�O58R? [ _U8���_�_
3���8+3�8R?

Functionupdate prependsnew valuesto the store. We
candefinesetSLProcasacommandto changeprocesssen-
sitivity labelssimilarly.

Thesystemevolvesascommandsaretypedattheprompt
andareexecuted.Thenextstatefunctionmodelsthisevolu-
tion:

X T�3���?u8R?�2�?�3U8R?i�/8+3�?�b�8���b [nY �!342��!'�� Y 8R?k�}�
8I3�?��!1!L Y �!3�O!T m 8R?k�V2��!'�� Y 8R?k��_tc�dX T�3���?u8R?�2�?�3U8R?��58+3�?�b�8���bI&�����6t2��!'�� Y 8R?��4�
8I3�?��!1!�!����6RO!T m 8R?��#2��!'�� Y 8R?��u_

4.3. Examples

Let’s look at a UNIX commandthatchangesfile sensitivity
labels.Supposewe have a file f1 whoseuid is 1 andgid is
10. Its permissionbits are

�!���+�����+�����
. Its classificationis

classTSandits compartmentsetis � NIST� .
We have a processp1 whoseeuid is 1 andegid is 10. It

only hasprivilegePV DAC. Its sensitivity label (SL) is as
follows: clearancelevel is of classTSandthecompartment
setis � NIST� . Its clearancelabel(CL) is thesameasits SL.

Processp2 hassameattributesasp1, exceptthat it also
hasprivilegesPV SL FILE andPV SL DG.

Theclearancelabelsthatthesystemsystemis authorized
to handleare betweenclassSand classTS. The compart-
mentsthat systemis authorizedto processare NIST and
FAU.

Theinitial stateof OSis storedasa list:
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Supposesl2 is a SL with clearancelevel classSnd com-

partmentset � NIST� . A requestby processp2 to set the
sensitivity labelof f1 to sl2 is decidedby predicate
8+3�?���1!L Y �!3�"��+T�SU8R?�2�?�3H�0�f&��H�U� [ ���48��!�l.
Processp2 is allowed to perform the operationbasedon
conditionslistedin setSLFileCond. Thestateof OSchanges
to
8R?�2�?�3�� � {IX 8Rqn8=a�2��>�+8=qn8R?�3=<9�k��8Rqn8=a�2���8Rqn8=?�3=<v_:�Xs[nY �!3+a�2��>� [ ���k� [nY �!3+a�2�� [ �fT�3+�k_:�X 8=$���]+a�2��>�f&i���k�|8=$���]+a�2��A&:��_i�X 8=$���]+a�2��>�f&��H�k�|8=$���]+a�2��A&��u_=~w�
wheref1new is thef1 exceptthatits classificationis classS.

5. Experience

Wespecifiedasecurityoperatingsystemsarchitecture.This
is a complex systemwith the largenumberof typesof en-
titiesandsecurityconditionsenforcedon thesystemopera-
tions.

HOL specificationlanguageis suitablefor describing
large systemsbecauseof its expressibility. HOL provides
a variety of waysto definedatatype, similar to thosethat
canbe definedusinga BNF format. The ability to define
typesandfunctionsrecursively makesspecificationwriting
similar to thatof writing in a high-level programminglan-
guage.Unlikea high-level programminglanguage,HOL is
astrongly-typedlanguageandHOL expressionsareprecise.

Thisprojectstartedaftertheproducthadbeendeveloped.
It was desirableto have a formal model for accreditation
purpose.Informal securitypolicy descriptionandsecurity
architecturewereavailable to us. Therewerea few diffi-
cultiesthatwe raninto. Themaindifficulty camefrom the
complexity of thesystem.We spenta lot of time to famil-
iarize ourselveswith the inter-weave of requirementsthat
appearin differentplaces.As asspecificationaid, we used
object-orientedmodelingtechnologyUML to helporganize
theformalspecifications[7]. A seconddifficulty camefrom
theambiguityof informal descriptionsthatareavailableto
us. We founda few inconsistency andmistakesin thepub-
lishedinformal descriptions.On otheroccasionswe spent
significantamountsof time to explainourconfusionto sys-
temdevelopersto geta clearanswer.

Formalspecificationsarealsosubjectto mistakesif there
areno validations.For examplewe oncemistakenly wrote
a lessthan insteadof a greaterthan in a relationshipdefi-
nition. A formal evaluationwould help aswould a formal
analysisof specifications.Weplanto dojustthatin afollow
upstudy.

We alsoplanto usetheseformal specificationsto gener-
atetestsandevaluatethedesignagainstsecuritycriteria.
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